Blog Post 4: The Technical Backbone - Data Transfer,
Storage, and Interoperability in PANTHEON

In the previous posts, we explored the data sources and preprocessing pipeline crucial for the
PANTHEON Smart City Digital Twin (SCDT). Now, we focus on the technical infrastructure
that enables this data to move efficiently, be stored securely, and remain usable across different
parts of the system. Reliable data transfer, robust storage, and seamless interoperability form
the essential backbone of the PANTHEON platform.

Data Transfer: Moving Data Efficiently and Securely

PANTHEON employs specific communication protocols for different data flow needs:

REST (Representational State Transfer) for Ingestion: External data sources send
their information (raw or semi-processed) to the SCDT's preprocessing component via
RESTful APIs. This widely used architecture is flexible, stateless (enhancing reliability),
and supports various data formats (JSON, CSV, images). All REST communication is
secured using HTTPS for data encryption during transit.

Kafka for Internal Communication: Once data is preprocessed and ready for use,
Apache Kafka, a distributed event streaming platform, manages internal data transfers
and communication between different SCDT components (e.g., preprocessing to
simulation engine, simulation engine to visualization tool). Kafka's publish-subscribe
model decouples components, meaning services can produce or consume data without
direct dependencies, enhancing system resilience and scalability. Kafka also ensures
data reliability and maintains message order, which is vital for processing event
sequences in disaster scenarios. Kafka communication can also be secured using
SSL/TLS encryption and SASL authentication.

Data Storage: Secure and Scalable Object Storage with MinlO

All processed data, regardless of its original format (CSV, JSON, images, etc.), finds its home in
MinlO, a high-performance, S3-compatible object storage system. Why MinlO?

Scalability & High Availability: MinlO is designed to scale horizontally by adding more
nodes, ensuring performance doesn't degrade as data volumes grow. Its distributed
nature eliminates single points of failure, guaranteeing data accessibility.

Object Storage Benefits: Storing data as "objects" bundles the data with its metadata
and a unique ID. This is ideal for handling diverse, unstructured, or semi-structured data
common in SCDT applications. Filenames embed rich metadata (format, timestamp,
location) to facilitate efficient search and retrieval.

Security: MinlO provides automatic encryption at the REST level before data hits the
disk, ensuring baseline security. It also supports robust access control using IAM-like
policies based on the principle of least privilege.



e Organization: Data is organized into logical "buckets" based on criteria like data type or
source, simplifying management.

Data Interoperability: Making Data Usable Everywhere

Ensuring that data from different sources can be seamlessly combined and used by various
SCDT components is paramount. PANTHEON achieves data interoperability through:

e Standardized Formats: As discussed previously, converting data into common formats
(CSV, JSON, standard image types) is the first step.

e Unified Metadata Standards: Consistent metadata tagging allows different applications
to understand the context (what, where, when) of the data.

e Interoperability Frameworks & APls: Using standard APIs (like REST and
S3-compatible APIs for MinlO) allows heterogeneous systems and applications within
the PANTHEON ecosystem to easily exchange and utilize data.

These measures ensure data isn't locked into silos, enabling comprehensive analysis,
collaborative efforts, and the adaptability needed for effective disaster management .

Conclusion

The technical choices for data transfer (REST, Kafka), storage (MinlO), and interoperability
provide PANTHEON with a scalable, secure, and flexible infrastructure. This robust backbone
ensures that the vast amounts of data collected can be efficiently processed, stored, and utilized
by the SCDT's advanced simulation and decision support tools, ultimately contributing to
building more resilient communities. This concludes our deep dive into PANTHEON's integrated
data model based on deliverable D4.1! [4
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